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[LOCATION]
Security Camera Installation
[image: Q:\Projects\aa General Information and Pricing\Project Plan Templates and Tools\Axis M3007 Camera.PNG]

Objective & Scope:  [replace with LOCATION specific info] [The purpose of this project is to install a number of new security cameras throughout the [LOCATION].  These cameras will monitor various facilities and areas of the building.]

The cameras will be integrated into the current OnSSI recording system on campus.  Along with the camera installation, a server is needed to store recorded video.  The server is called a “Network Video Recorder” (NVR).  The location of the server will be determined by the technical support group of the [College of xxx and xxx Department].

Needs:
1. List of staff computers for OnSSI client installation:
a. [staff member list, 1/line]
2. [LOCATION] staff training on use of OnSSI client. 
3. NVR Server space to record video for 30 days.  Axis Design Tool indicates a minimum of [xx] Tb for disk storage.
4. Cameras to be a minimum of 1 megapixel in resolution and vandal resistant rated.
5. Data jacks/wiring, Life/Health/Safety costs with Telecom.
6. vLAN for 172. address assignments of cameras.  
7. vLAN must be routable, as video will be stored on a NVR server in Julian data center or local data closet. vLAN 496 should be used.
8. Additional camera is needed to view NVR server.
9. ISU PD views live and/or recorded video from cameras.
10. [LOCATION] staff views live and/or recorded video from cameras.
11. ISU will send IP addresses to contractor prior to installation.

Assumptions:
1. This effort is an extension of the existing OnSSI infrastructure on campus.
2. NVR Server software is site licensed and no cost to the [LOCATION].
3. Client software is site licensed and no cost to the [LOCATION].
4. Each camera will require a software license.
5. Contractor is needed for camera installations.
6. ISU Telecommunications will install data wiring.
7. ISU Networking will activate and configure data port.  
8. IP Cameras will use PoE. 
9. Outdoor IP Cameras will use HiCap PoE.
10. [Tech Support, 8-1234], is the Help Desk for the [LOCATION] and will support this installation.
11. Other departmental users of OnSSI system will not view live or recorded video from these cameras.
12. ISU Presidential approval is needed as there are currently no cameras on site.
13. Video data will not be backed up.  Server will include data redundancy technology to minimize risk of data loss.
14. Server will be spec’d with storage for 35 days of video.

Risks:
1. [LOCATION administration/management], and Presidential approval of camera locations.
2. Building schedules will affect installation schedule.
3. ISU Surveillance Policy 1.1.7 requirements.
a. http://policy.illinoisstate.edu/conduct/1-1-7.shtml 
4. Server needs to be replaced every five to six years.
5. Cameras will need to be replaced every four to six years.
6. Software upgrades will need to be budgeted for during the next 5 years.
7. Video data is not backed up.  Can [LOCATION] accept this risk?  If not, additional costs for server will be incurred.
8. Asbestos review.  Does the space have asbestos?
9. If outdoor cam, how can they be remotely restarted?

Team Members:

Project Sponsor – [LOCATION lead administrator/director/chair/etc.]
Customer SME & SPOC – [LOCATION business manager]
ISU Security SME – Tammy Peasley, ISUPD

Project Manager – Dean Plumadore, SAIT, 8-8053
SAIT Technical SME – Bill Hamann, wlhaman@ilstu.edu, SAIT, 8-5374
SAIT Technical Team Member – Eric Grab, SAIT ITSS
Technical Team Member – [LOCATION specific tech support staff]
Technical Team Member – [LOCATION specific tech support staff]

Others:
Data Wiring – ISU Telecom, Mike Priest, 8-3618
Contractor/Installer – Contractor TBD

Document Updates:

· May 27, 2014
· Document Creation


Timeline with Deliverables and Responsible Party: 

Overall Project Target Date: TBD

	Due Date
	Party
	Deliverable

	
	Project Team
	Project Discussion for scope, budget, etc.

	
	SPOC
	Project Approval with funding.

	
	Project Team
	Site visit w/ISUPD for camera locations.

	
	Dean
	Project Plan to Customer.

	
	SPOC
	Customer Approval of Plan.

	
	Project Team
	Project kick-off.

	
	
	

	Hold for Approval
	SPOC
	Chair, Dean, Provost, & Presidential approval of locations.  
Needed for project effort to continue.

	
	Dean, AT ION
	Review site for possible asbestos presence.

	
	Dean
	Contractor site visit and final quote.

	
	Dean
	Request data jack installation, config, and vLAN.
· Telecom work ticket # xxxxx
· vLAN 496 needed, PoE needed.

	Hold for Purchasing
	SPOC
	Purchase camera equipment and installation services.
· Contractor quote sent to SPOC, x/xx.
· PO# XXXXX for camera/installation.

	
	SAIT/other tech
	Acquire server and storage, [xx]T needed.
· PO# XXXXX for server/storage.

	
	SAIT/other tech
	Server Installation, OnSSI installation, AD Groups for perms.

	
	SAIT
	Send Contractor IP addresses to configure cameras.
· Documented in SAIT-ITSS master list.

	
	Contractor, SAIT
	Camera Installation.  
· Includes mounting, focusing, and licensing.  
· Server config of cameras and attaching to server.

	
	SAIT
	Installation of OnSSI client on staff computers.

	
	SAIT
	Staff training on use of OnSSI.

	END -7
	SPOC
	Posting of window/door signs of “video monitoring”.

	
	
	

	END-5
	Dean, SPOC
	Create Punch List.

	END-2
	SAIT
	Correct Punch List items.

	END-1
	Dean, SPOC
	Customer final acceptance.

	END
	SAIT PM
	Project Complete.





[image: Q:\Projects\aa General Information and Pricing\Project Plan Templates and Tools\Axis M3007 Camera.PNG][image: Q:\Projects\aa General Information and Pricing\Project Plan Templates and Tools\Axis M3006 Camera.PNG]
Picture of Axis P3000 series camera: 



Budget Estimate: [screen image from XLS spreadsheet “sec cam cost estimate”[image: Q:\Projects\ISU Motorcycle Safety\ISU Motorcycle Safety Sec Cam Budget Estimate 2012-09-11.PNG]
[screen image from Axis Design Tool report of bandwidth]
[image: Q:\Projects\ISU Motorcycle Safety\Axis Design Tool estimate 2012-09-11.PNG]

Current estimate for storage is $xxx for [xx]T.

 

Location Information:

Overhead view of [LOCATION] arrangement relative to parking and streets:
[screen image from Google Earth]
[image: Q:\Projects\ISU Motorcycle Safety\ISU Motorcycle training facility.PNG]Motorcycle Training facility



Overview of Camera Field of View: [floor plan from ISU Facilities drawings] [always estimate a 90 degree field of view for each camera]
[image: Q:\Projects\ISU Motorcycle Safety\ISU Motorcycle training facility Floor plan.PNG]
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Camera Location Overview: [same image as above without field of view triangles, arrows indicate location of camera]

[image: Q:\Projects\ISU Motorcycle Safety\ISU Motorcycle training facility Floor plan.PNG]2
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[describe each camera location at facility and include sample images taken with camera on-site.  90 degree view will most likely need 2 images as panorama]

Camera 1, located on outside of building on west wall, between garage doors with view of parking/storage lot to the west:

[image: Q:\Projects\ISU Motorcycle Safety\IMG_3189.JPG][image: Q:\Projects\ISU Motorcycle Safety\IMG_3190.JPG][image: Q:\Projects\ISU Motorcycle Safety\IMG_3191.JPG]


Camera 2, located in south-east corner of room 2, view of north and west portions of room:
[image: Q:\Projects\ISU Motorcycle Safety\IMG_3192.JPG][image: Q:\Projects\ISU Motorcycle Safety\IMG_3193.JPG]

Camera 3, located in south-east corner, room 2A, view of entire room:
[image: Q:\Projects\ISU Motorcycle Safety\IMG_3194.JPG][image: Q:\Projects\ISU Motorcycle Safety\IMG_3195.JPG]

Security Notes: [include any notes or observations of physical/environmental security highlighted by ISUPD]

1) No environmental security suggestions at this time.
2) UHS Signage print job is 10-2261 at Printing Services.  Use as reference.
3) Sign size is 5” x 8” with black print on clear back for window placement.

[image: ]
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